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Slides available from 
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http://projectmeshnet.org 

Why a meshnet? 
 

• Core router overhead 

• Internet Kill Switch – It’s a real threat 

• SSL problems that nobody wants to solve 

 

http://projectmeshnet.org/


Routing troubles 

• Deaggregation 

• Cisco’s LISP and other solutions inadequate 

• Current scheme requires an ICANN 

• Difficulty getting an IP address if you don’t 
have lots already 

 

 

http://lisp.cisco.com/lisp_over.html


Internet Kill Switch 

• The UN wants one 

• So does the US Senate 

• Arab Spring: Tunisia, Egypt, Libya 

• Syria, too 

• Germany’s been trying to have it both ways 

 



SSL issues 

• Cert sales are still a racket 

• CA trust can’t be easily configured 

• CA’s from mutually antagonistic countries 
trusted by default; what could possibly go 
wrong? 

• One bad CA can hurt everybody; 

• Comodo, DigiNotar, Bit9 

http://en.wikipedia.org/wiki/Comodo_Group
http://en.wikipedia.org/wiki/DigiNotar
http://www.wired.com/threatlevel/2013/04/gaming-company-certs-stolen/


Enter CJDNS 

• IPv6 tunnel over encrypted UDP packets 

• Can operate over raw ethernet frames; no 
dependence on IP 

• Assign yourself an address via keypair 
generation; no DHCP, be your own ISP 

• Expose a whole range of ports behind NAT 

• Re-aggregate address space by peering with 
geographically close neighbors 

 



Whither Tor? 

• Complementary goals and tradeoffs 

• Peering with friends allows democratic abuse 
handling 

• Handshake packet ends up with complete 
route, so no anonymity—but it’s low latency 

• Stationary wifi nodes aren’t very anonymous 
to begin with 

• Authentication, not just security 

 

 



Authentication? 

• IPv6 endpoint addresses are derived from the 
public keys used to encrypt each connection 

• Peers are known to each other, if not 
necessarily beyond that 

• Once Tor fully supports IPv6, nothing 
technically stopping it being used on top of 
CJDNS 



How does it work? 

Read the whitepaper! 

 

Three modules: Switch, Router, CryptoAuth 

 

Routing tables are minimal and switches are 
clever 

 

https://github.com/cjdelisle/cjdns/blob/master/rfcs/Whitepaper.md


How clever? 

• Verifiable source routing! 

 

Each packet contains a label that tells the switch 
module which wire to send the packet along.  
At each hop, the label gets bit-shifted and the 
shifted bits reversed and added to the left 
side, such that return packets can be sent all 
the way home just by reversing the entire 
label. 

 

 



And thus… 

• Forwarding errors get handled in a couple of 
clock cycles rather than via expensive memory 
lookups 

• Routes can be added, subtracted, and spliced 
into each other 

• Router can decide which router to forward to 
solely by relative address space distance 

• Subsequent packets take more optimal paths 



Enough talk, let’s compile it 



Now, generate a conf file 



Next, rustle up some peers 

IRC is the preferred way. 
 
Irssi is the client of smart and beautiful people. 



Hail Eris! 



Ignore my bad example; 
Don’t IRC as root 



/join #CJDNS 



Is he really nearby? 



Diff server.  Using SSL? 



As they say in Russia, 
“Trust, but verify” 



A wild peer appears! 



Emacs > vi 



Starting it up 



All systems nominal 



Did I mention it’s very fast? 



Let’s load it by default via init 



Finding some leet chats 



/j hyperboria 



Let’s try the web 



Lots of nodes already! 



A twitter clone 



What’s next? 

• Very encouraging reaction from CapitolHillCTF 
participants 

• Prior to that, no new nodes for months; since 
then, multiple new nodes per day 

• Track the snowball at 
https://twitter.com/MeshnetUpdates 

• Lots of things one can do to add to the project 

http://capitolhillctf.com/cms
https://twitter.com/MeshnetUpdates


Contributing more than bandwidth 

• Help out with the Windows port 

• Update the OpenWRT port 

• Help me with the NetBSD and DragonFlyBSD 
ports 

• Got disk?  Run some Cassandra nodes 

• Game servers, news sites, really anything 

• Convince your landlord to put a satellite dish 
on the roof 



Long range point to point 

• A packet was sent 125 miles across the desert 
at Defcon in 2005. 

• Maryland already has a bunch of meshnet 
fanatics; they lurk in #marylandmesh on EFnet 

• A long range link would be newsworthy, 
attracting more people.  You’d be famous… 

• And the mesh would become stronger, faster, 
and more likely to forestall a Kill Switch. 



It’s doable. 



Even without 802.22 yet! 

• K-band dishes of 8-10 feet can be sourced 
locally for $300 or so; check craigslist 

• Smaller dishes work too, but require better 
aim 

• Make a biquad antenna for the focal point 

• Put those 2.4GHz Alfa dongles to good use! 



Building a biquad 

Instructions can be found here 

http://www.engadget.com/2005/11/15/how-to-build-a-wifi-biquad-dish-antenna/


Inspiration from Defcon 

The full story can be read here 

http://www.unwiredadventures.com/unwire/2005/12/defcon_wifi_sho.html


But that whitespace WRAN… 

Can’t wait to get in on some of this new kit. 

 

http://ow.ly/kHElL 

http://ow.ly/kHElL


CPU routing is fast enough for now 

But CJDNS is tiny enough to run in an FPGA NIC, 

 

 

 

 

 

 

Orders of magnitude cheaper than any of Cisco’s or 
Juniper’s offerings… 

 

 

http://netfpga.org/10G_specs.html


This could leapfrog ipv6.  Let’s start 
putting up nodes! 

Some interesting links and useful references: 

Github   Build instructions   A talk by CJD 

Another talk by CJD   Notes toward DNS 

A todo list   The OpenWRT port    Non-CJDNS 

Some benchmarks    Nodes to browse    

A fix for broken confs    HypeIRC    Reddit 

MarylandMesh updates   NimbleSec's notes 

https://github.com/cjdelisle/cjdns
https://wiki.projectmeshnet.org/Build_on_Ubuntu
http://www.youtube.com/watch?v=zINQYkl01N8
http://www.youtube.com/watch?v=sCFmzGknUew
https://ezcrypt.it/ck5n
https://pad.meshwith.me/p/todo
https://pad.meshwith.me/p/todo
https://pad.meshwith.me/p/todo
https://pad.meshwith.me/p/todo
https://github.com/cjdelisle/cjdns-openwrt/
https://github.com/cjdelisle/cjdns-openwrt/
https://github.com/cjdelisle/cjdns-openwrt/
https://github.com/cjdelisle/cjdns-openwrt/
http://www.ericerfanian.com/mobile-mesh-networks-with-the-raspberry-pi-part-1/
http://www.ericerfanian.com/mobile-mesh-networks-with-the-raspberry-pi-part-1/
http://www.ericerfanian.com/mobile-mesh-networks-with-the-raspberry-pi-part-1/
https://github.com/cjdelisle/cjdns/blob/master/rfcs/benchmark.txt
https://wiki.projectmeshnet.org/Known_Hyperboria_sites
https://ezcrypt.it/j55n
https://ezcrypt.it/j55n
https://wiki.projectmeshnet.org/HypeIRC
http://www.reddit.com/r/darknetplan
https://pad.meshwith.me/p/maryland_meshnet_updates
https://pad.meshwith.me/p/maryland_meshnet_updates
https://pad.meshwith.me/p/maryland_meshnet_updates
https://nimblesec.com/zb/?4d9b611d41ad8eed
https://nimblesec.com/zb/?4d9b611d41ad8eed
https://nimblesec.com/zb/?4d9b611d41ad8eed

